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1 Pur pose of the document

This report test plan specifies, the MTIT project test plan for investigation, measurement and
certification of interoperability of finger minutiae extraction and comparison subsystems
conforming to [ISO/IEC 19794-2].

The test plan is based on:
1. the criteria of interoperability specified in [MTIT D3.1]

2. test standards and drafts [ISO/IEC 19795-1, ISO/IEC 19795-2] and particularly [ISO/IEC
19795-4] for interoperability testing of data interchange formats.

The required test bed functionality [MTIT D4.1] is extracted from this test plan.
The report is organised as follows:
e Section 2 states the objectives of this testing effort.

e Section 3 discusses what interfaces the subsystems under test shall provide and which data
interchange formats shall be used.

e Section 4 introduces the test databases.
e Section 5 deals with preparatory steps before test execution.

e Section 6 specifies how minutiae extraction and comparison subsystems are tested for
conformance to [ISO/IEC 19794-2].

e Section 7 specifies how the interoperability of finger minutiae extraction and comparison
subsystems is tested.

e Section § describes the analyses to be performed in the investigation phase of testing.
These investigations may cause modifications to the precise test specification for the certi-
fication phase of testing.

2 Objectives of the testing effort
21  Objectives

The objectives of the described testing effort are

e to assess the conformance of minutiae extraction subsystems and minutiae comparison
subsystems to [ISO/IEC 19794-2],
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e to assess the cross-supplier data-format interoperability of minutiae extraction subsystems
and minutiae comparison subsystems interchanging minutiae records conforming to
[ISO/IEC 19794-2] (minutiae-minutiae comparison scenario),

e to assess the cross-supplier data-format interoperability of minutiae extraction subsystems
with comparison subsystems that compare minutiae records conforming to [ISO/IEC
19794-2] with proprietary finger templates (minutiae-image comparison scenario).

2.2  Phasesof testing

There will be two phases of testing. The first phase will be an investigation phase, based on
the outline interoperability criteria (in [MTIT D3.1]). This phase will assess what level of
performance is achieved in interoperating systems and will investigate the feasibility of the
approaches to interoperability criteria and the approaches to interoperability assessment.

After the initial test campaign, any interoperability issues that may have arisen shall be ana-
lysed, and the suppliers of the subsystems under test shall have the opportunity to mend the
subsystems under test. After mending the subsystems under test, a second test campaign shall
be conducted.

The second phase will be a certification phase, based on an instantiation of the interoperability
criteria. This phase will use a revised performance interoperability assessment and can be
expected to validate the approach to interoperability assessment.

The tests will be replicated for two of the format types defined in [ISO/IEC 19794-2] and
comparing data from one finger and from two fingers at a time.

2.3 I nvestigations

e Compare the performance obtainable in the minutiae-image comparison scenario against
the performance obtainable in the minutiae-minutiae comparison scenario (MINEX sce-
nario 1)

e Compare MTIT results against MINEX/ILO results

e Relate minutiae extraction discrepancies to performance discrepancies

Investigate statistical models for interoperable performance

2.4 Certification

Use data set such that there is 95% confidence of interoperable performance; e.g. better than
an FNMR of 1% at an FMR of 0.1%. An appropriate performance level must be set following
the investigation phase of the test, when the level of difficulty of the collected test data sets is
clearer.
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3 | nterfaces of the subsystems under test
3.1  Finger minutiae data interchange for mats

3.1.1 Format types, options, and parametersdefined in [| SO/IEC 19794-2]

ISO/IEC 19794-2

— Record format

without extended data
(CBEFF BDB format type 0001)

with extended data
(CBEFF BDB format type 0002)

'— Card format

normal size

valley and ridge skeleton bifurcation point
(CBEFF BDB format type 0003)

ridge skeleton end and bifurcation points
(CBEFF BDB format type 0004)

compact size

valley and ridge skeleton bifurcation points
(CBEFF BDB format type 0005)

ridge skeleton end and bifurcation points
(CBEFF BDB format type 0006)

Figurel Format types according to [ISO/IEC 19794-2]

[ISO/IEC 19794-2] defines six different minutiae data format types, each of which is labelled
with an individual CBEFF BDB format type identifier (see Figure 1): two record formats, one
without and the other with extended data in a standardised form, two normal-size card for-
mats, and two compact-size card formats. In the card formats, ridge endings can be repre-
sented either by valley skeleton bifurcation points or by ridge skeleton end points. In the
record formats, ridge endings are always represented by valley skeleton bifurcation points. In
both the record formats and the normal-size card formats, the x and y coordinates of each
minutia are expressed in 14 bits and minutia angles are expressed in 8 bits. In the compact-
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size card formats, the x and y coordinates of each minutia are expressed in 8 bits only and
minutia angles are expressed in 6 bits. In the record formats, the resolutions of the x and y
coordinates are adjustable, but must be at least 99 pixels per centimetre (250 pixels per inch).
In the normal-size card formats, the resolutions of the x and y coordinates are fixed to 1000
pixels per centimetre, in the compact-size card formats to 100 pixels per centimetre. All for-
mats provide further format options and parameters.

In a minutiae record in record format, a capture device type identifier may or may not be
reported in the record header (anyway, the capture device type identifier is vendor-specified
and, hence, useless in a multi-vendor system). A minutiae record in a record format may con-
tain up to 16 views of each of 10 fingers. In a minutiae record in record format, for each indi-
vidual minutia a minutia quality score may or may not be reported using a supplier-specific
algorithm.

In any of the formats, except for the record format without extended data, a minutiae record
may contain optional extended data, i.e. one or more of the following sorts of data:

e ridge count data, extracted either by

— anon-specific ridge count extraction method,
— the four-neighbour ridge count extraction method, or
— the eight-neighbour ridge count extraction method,

core data,

delta data,

zonal quality data,
vendor-defined extended data.

In the card formats, the minutiae can either be not particularly ordered or be ordered by

ascending x-y coordinates,
descending x-y coordinates,
ascending y-x coordinates,
descending y-x coordinates,
ascending angle,

descending angle,

ascending polar coordinates,
descending polar coordinates, or
X or y coordinate extension.

3.1.2 Chosen format types, options, and parameter values

The interoperability tests need to be restricted to the formats that are supported by more than
one supplier.
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Interoperability is especially interesting with respect to the card formats because these formats
are intended for use in environments urgently requiring cross-supplier data format interopera-
bility (like electronic ID cards).

It can be expected that the interoperability problems will be similar for similar formats and
will probably not depend on the choice between ridge skeleton end points and valley skeleton
bifurcations (as long as all implementations under test support the same choice) or on the
ordering of the minutiae. The coding of a minutia in 3 or 5 bytes (compact or normal size),
however, may have an influence on the interoperability.

Therefore, the following format profiles are chosen for data interchange between minutiae
extraction and comparison subsystems:

1. 1-finger record format profile

record format without extended data

capture device type identifier not reported

number of finger views: 1

minutiae quality reported using supplier-specific algorithm

resolution of minutiae coordinates: the same as the resolution of the underlying finger
image

e not embedded in a CBEFF patron format

2. 1-finger card format profile

e compact-size card format using valley and ridge skeleton bifurcation points as minutiae
e minutiae not particularly ordered

e no extended data

e not embedded in a CBEFF patron format

e | finger

The main differences between the chosen format profiles are listed in Table 1. Since the
fingerprints of a person may vary slightly from print to print and fingerprints must be
accepted anyway within a certain range of tolerance, it cannot be clearly predicted whether
the lower resolutions and the smaller minutiae window in the compact-size card format would

Table 1 Differences between the chosen format profiles

1-finger record 1-finger card

format profile format profile
Resolution of x coordinates, in pixels per cm 196.85 (500 dpi) 100
Resolution of y coordinates, in pixels per cm 196.85 (500 dpi) 100
Maximum range of x coordinates, in cm 0-83.16 0-2.55
Maximum range of y coor dinates, in cm 0-83.16 0-2.55
Resolution of minutia angles, in elements per 90° 64 16
Minutia quality reported using supplier- | not reported

specific algorithm
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lead to a performance loss compared to the performance achievable using the minutiae record
format or not.

3.2  Callinginterface
3.21 Constraintsby the biometric performancetesting toolkit

The commercial off-the-shelf biometric performance testing product DaonAnalytics [Daon05]
will be applied for performing the interoperability tests. Minutiae extraction and minutiae
comparison will be performed in loose succession:

e First, the minutiae extraction subsystems under test will be invoked to generate all needed
minutiae templates from a finger image database. The generated minutiae templates will be
stored in minutiae template databases.

e Afterwards, the minutiae comparison subsystems under test will be invoked with minutiae
templates from the minutiae template databases as input.

There are several interface options for integrating the supplier-specific biometric subsystems
into the DaonAnalytics toolkit:

e External executable interface (based on the submission requirements for the fingerprint
verification competition 2000 [FVCO00]): The suppliers of the subsystems under test have
to provide Win32 console applications. This interface is simple, but adds a significant
delay overhead by creating a new process for every biometric comparison.

e BioAPI 1.1 [BioAPIO1]: The suppliers of the subsystems under test have to provide Bio-
metric Service Provider (BSP) components, which are loaded and called through the
BioAPI framework.

e Daon snap-in interface (designed to overcome some of the limitations of the external
executable and BioAPI interfaces [Daon05]): The suppliers of the subsystems under test
have to provide a Win32 dynamic link library (DLL).

e Proprietary vendor SDK integration: The suppliers of the subsystems under test provide
their proprietary biometric software development kits (SDKs), and Daon, the vendor of the
test toolkit, has to make efforts to integrate these proprietary SDKs into DaonAnalytics.
Because it takes time to become familiar with each independent vendor SDK and to
develop code to call the appropriate SDK functions from DaonAnalytics, it is more effi-
cient and cost-effective to use one of the other interface options.

3.2.2 Chosen calling interface

Because a large number of subsystem invocations are required, an interface option that yields
an efficient implementation needs to be chosen. The interface option chosen for minutiae
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template interoperability testing in the MTIT project is an extended version of the Daon snap-
in interface:

1. For minutiae extraction subsystems to be tested for interoperability with other subsystems
using the 1-finger record format, suppliers are required to submit a Win32 DLL including
a template generation function that takes a single finger image as input, extracts minutiae
from it, and generates a minutiae template in the 1-finger record format.

2. For minutiae extraction subsystems to be tested for interoperability with other subsystems
using the 1-finger card format, suppliers are required to submit a Win32 DLL including a
template generation function that takes a single finger image as input, extracts minutiae
from it, and generates a minutiae template in the 1-finger card format.

3. For proprietary extraction subsystems to be tested with other subsystems using the 1-
finger record format or 1-finger card format, suppliers are required to submit a Win32
DLL including a finger template generation function that takes a single finger image as
input, extracts information from it, and generates a proprietary finger template.

4. For minutiae comparison subsystems to be tested for interoperability with other sub-
systems using the 1-finger record format, suppliers are required to submit a Win32 DLL
including a comparison function that takes one or more pairs of minutiae templates in 1-
finger record format as input, compares each pair of minutiae templates, and returns a sin-
gle similarity score.

5. For minutiae comparison subsystems to be tested for interoperability with other sub-
systems using the 1-finger card format, suppliers are required to submit a Win32 DLL
including a comparison function that takes one or more pairs of minutiae templates in 1-
finger card format as input, compares each pair of minutiae templates, and returns a single
similarity score.

6. For comparison subsystems comparing minutiae templates in 1-finger record format with
proprietary finger templates, suppliers are required to submit a Win32 DLL including a
comparison function that takes one or more pairs of templates as input, compares each
pair of templates, and returns a single similarity score. Each pair of templates consists of a
minutiae template in 1-finger record format and a proprietary finger template.

7. For comparison subsystems comparing minutiae templates in 1-finger card format with
proprietary finger templates, suppliers are required to submit a Win32 DLL including a
comparison function that takes one or more pairs of templates as input, compares each
pair of templates, and returns a single similarity score. Each pair of templates consists of a
minutiae template in 1-finger card format and a proprietary finger template.

Where multiple pairs of minutiae templates are to be compared in a single call, vendors are
expected to apply their own fusion techniques, within the comparison function, to derive a
single similarity score.
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The existing DaonAnalytics snap-in interface will be extended to meet the above interface
requirements, such as providing the ability to pass multiple separate pairs of template to the
comparison subsystem, rather than using a single consolidated record format to do this.

The functions in the submitted DLLs must use the C calling convention. There will be one set
of functions defined for generating finger templates, including both standard and proprietary
formats. There will be a second set of functions defined for comparing one or more pairs of
these finger templates. Since the same function interface is re-used, despite the format or
quantity of the finger data being passed to that function, suppliers will need to provide a sepa-
rate DLL for each of the above seven subsystem scenarios. Further technical details of the
interface and DLL naming conventions are specified in [MTIT D4.1].

3.3  Finger image data inter change for mat
3.31 Formatsto chosefrom

A pure image data format, a format option of [ANSI/NIST-ITL 1-2000], or a format option of
[ISO/IEC 19794-4] could be chosen.

3.3.2 Chosen format

Uncompressed greyscale finger images have been chosen as input to the minutiae extraction
subsystems. This removes the need for each individual supplier subsystem or other sub-
systems within the testbed, such as quality scoring algorithms, from having to parse a com-
plex image record format. Conversion from the collected image databases format (detailed in
Section 4.4) to an uncompressed greyscale finger image will be performed once by the bio-
metric performance testing product.

4 Finger image databases
4.1  Acquisition

Within the MTIT project, two finger image databases are collected for offline processing: One
finger image database is collected using a LS Check sensor from Smiths Heimann Biomet-
rics' with a large capture platen for the simultaneous capture of four flat fingerprints or two
thumbprints; the other finger image database is collected using a Verifier 300 2.0 single-
fingerprint sensor from Cross Match Technologies.

Even though for unbiased technology tests, the suppliers of subsystems under test are sup-
posed not to have any opportunity to tune their subsystems to the sample corpus [ISO/IEC

"' merged with Cross Match Technologies as of August 1, 2005
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19795-1], in order to achieve a sufficient corpus size, each of the vendors who provide the
initial set of subsystems under test contributes also a finger image database containing 2000
pairs of fingerprint sets (4000 records). Because finger image data will be contributed by sev-
eral vendors, the test is expected not to be biased in favour of any of the contributing vendors.

To sum up, six finger image databases are used for testing within the MTIT project: For more
details of the finger image databases see [MTIT D2.1]. Each of the finger image databases
consists of a corpus of finger images and associated metadata describing these data.

LS2 Check finger image database (dataset A):
500 subjects: 10 fingerprints x 2 visits (fingerprints collected on Smiths Heimann,
segmented into individual prints)

Verifier 300 2.0 finger image database:
500 subjects: 2 fingerprints (left and right index fingers) with mates in Dataset A

Sagem, Cogent, Motorola, and NEC finger image databases
each 2000 subjects, 10 fingerprints segmented into individual prints, with mates.

The datasets will be divided uniformly into two, the first part to be used in the investigative
phase of testing, the second part sequestered for the certification phase of testing.

To identify interoperability issues that may be due to differing conditions under which the
finger images in different databases are captured, minutiae templates extracted from finger
images from different databases may also be compared with each other.

4.2  Corpussizevs. confidence levels

The corpus must be large enough to allow statistically significant tests. The lower the magni-
tude of the error rate to be verified, the higher the desired statistic confidence level, and the
closer the observed error rate is to the error rate to be verified, the larger a corpus is required.

An observed error rate P supports the working hypothesis that the corresponding honest error

rate is below a chosen threshold p if and only if the corresponding null hypothesis, that the
corresponding honest error rate is equal or above the threshold, is to be rejected. Provided the
observed comparison attempts are mutually independent, it can be decided by a one-sided
one-sample z test whether or not the null hypothesis is to be rejected: If
Z= % , with n being the total number of observations, np >10, and n(1—-p)>10,
pil—-p
n

is greater than the tabulated value of 7 5 =1.6449, then the null hypothesis is to be rejected

at the 95% confidence level, and the working hypothesis is to be accepted. Otherwise, there is
not enough evidence to reject the null hypothesis, and the working hypothesis cannot be
accepted.
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For instance, the ILO criterion of interoperability (an FRR of 1% or less at an FAR of 1%,
i.e., an EER below 1% [ILO04]) could be verified at the 95% confidence level if in 2000 in-
dependent comparisons not more than 12 errors were observed. For verifying at the 95% con-
fidence level that an error rate does not exceed 0.1%, only 12 errors would be admissible in
20000 independent comparisons.

In case of cross-comparisons, the assumption of mutually independent comparisons does not
apply, and the statistical hypothesis test will be applied with care. The real impact for MTIT,
where cross-comparisons are performed, will have to be investigated.

The required corpus size for MTIT, taken from the MTIT databases (8500 pairs of 10
fingerprints), and the predicted statistical confidence will be determined after the initial
(investigative) phase of testing.

4.3  Requirementson metadata
For identifying the fingerprints, the following data elements are needed:

e person identifier,

e finger position,

® sensor type, and

e date and time of capturing.

For deciding whether the collected data is representative, the following information about the
persons presenting the fingerprint is needed:

e date and place of birth,
e gender, and
® occupation.

To diagnose interoperability issues, we may also want to know the capture device (and ideally
capture environment), as some issues may be observed more with some device or supplier sets
than with others.

4.4  Format of the collected finger image databases

The collected data are stored in the format supported by the finger image capturing software
from Smiths Heimann Biometrics, which is Type 4 defined in [ANSI/NIST-ITL 1-2000] for
high-resolution greyscale fingerprint image records, augmented by several fields from Type-1
transaction information records and from Type-2 user-defined descriptive text records, and
with WSQ compressed finger images. The image resolution is the minimum resolution for
Type-4 images, i.e. 500 pixels per inch. The Type-4 record contains the following additional
information beside the finger image:

10
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record length in bytes (LEN),

image designation character (IDC),

impression type (IMP),

finger position (FGP),

image scanning resolution (ISR),

image dimensions (horizontal line length, HLL, and vertical line length, VLL), and
greyscale compression algorithm (GCA).

The Type-1 and Type-2 fields with the following numbers are stored along with the Type-4
records [MTIT D2.1]:

1.008: originating agency identifier (ORI),
2.010: person identifier,

2.019: date of capturing,
2.020: time of capturing,
2.022: place of capturing,
2.035: date of birth,

2.036: date of birth range,
2.037: place of birth,

2.039: gender,

2.049: occupation, and

2.067: sensor type and version.

5 Test preparation
51 Overview
Before the subsystems under test can be tested, the following steps shall be carried out:

e to convert the collected finger image databases into the format required as input by the
biometric performance testing toolkit,

e to assess, and record, the quality of each finger image, and

e to partition the finger image databases into reference finger image databases and verifica-
tion finger image databases, into representative and difficult databases, and into seques-
tered and unsequestered databases.

5.2  Conversion of finger image databases

The biometric performance testing toolkit DaonAnalytics takes biometric data, each piece of
which is typically stored in a single file and may have any format, as well as an XML
description of that data as input.

The collected finger image databases have to be converted to the format expected by the bio-
metric performance testing toolkit. The decompressed finger images with XML description
are stored as separate databases. With the manageable amount of data being captured and

11
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processed within the project, storing the finger image databases in two different formats is
considered viable.

Once the initial conversion has been performed, a once-off process, the original collected fin-
ger image database of NIST records is not required in order to perform the interoperability
testing. Where storage space is an issue, these original records may be archived on long-term
storage media.

5.3  Assessment of finger image quality

A non-proprietary assessment of finger image quality will be assessed using the NIST Finger-
print Image Quality software (NFIQ). The NIST NFIQ algorithm is applied to each individ-
ual finger image, recording the quality score. The test tools should allow filtering of image,
template, and match score datasets, based on the quality score obtained for the original image.

54  Partitioning of finger image databases
54.1 Partitions

There will be different partitions of the finger image databases used for the two testing
phases: investigation and certification. The method for partitioning each database will try to
ensure that the partitions are of equivalent difficulty for testing performance and interopera-
bility: The NFIQ scores for the fingerprints in each partition will be calculated, and we shall
try to ensure that both partitions have a similar distribution of NFIQ scores.

5.4.2  Subcorpusfor in-depth confor mance testing

The subcorpus used for in-depth conformance testing shall contain at least 10 pairs of finger
images from the LS2 Check finger image database and at least 10 pairs of finger images from
the Verifier 300 2.0 finger image database (altogether at least 40 finger images). Each pair
shall consist of two finger images of the same finger of the same person. Among them, there
shall not be finger images with low quality score, where even manual minutiae detection
would be highly ambiguous.

5.4.3  Subcorpusof difficult data

Difficult data are finger images from which different minutiae extraction subsystems are
likely to extract non-matching minutiae records.

As a first approximation, the subcorpus of difficult data shall contain finger images showing a
large disparity in the minutiae records extracted.

12
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6 Conformance testing

6.1  Conformancetesting of minutiae extraction subsystems
6.1.1 Overview

In a multi-supplier system, conformance of the minutiae extraction and comparison sub-
systems to a common format is a prerequisite, though not a guarantee, for interoperability.
Therefore, the conformance of the individual minutiae extraction and comparison subsystems
to [ISO/IEC 19794-2] is tested prior to interoperability testing.

Testing a minutiae extraction subsystem for conformance to the 1-finger record format profile
or to the 1-finger card format profile (see Section 3.1.2), respectively, shall include the fol-
lowing steps:

e to automatically check the format and internal consistency of each minutiae record that is
generated using the minutiae extraction subsystem from the finger images within the cor-
pus and

e to manually check the contents of the minutiae records that are generated using the minu-
tiae extraction subsystem from the finger images within the subcorpus for in-depth con-
formance testing.

The conformance test of a minutiae extraction subsystem is successful if and only if all minu-
tiae templates that this subsystem generates from the finger image corpus conform to the 1-
finger record format or the 1-finger card format, respectively.

6.1.2  Automated minutiae record confor mance testing
The test tool for automated minutiae record conformance testing shall be able

e to take a minutiae record in the 1-finger record format profile or the 1-finger card format
profile as input and

e to check the format and the internal consistency of the minutiae record.

The automated conformance test of a minutiae record is successful if and only if this minutiae
record satisfies the relevant syntactic requirements specified in [ISO/IEC 19794-2].

6.1.3 In-depth minutiaerecord conformancetesting
The test tool for in-depth minutiae record conformance testing shall be able

e to take a minutiae record in the 1-finger record format profile or the 1-finger card format
profile as well as the finger image that underlies the minutiae record as input,

13
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e to check the format and the internal consistency of the minutiae record,

e to graphically superimpose the scaled contents of the minutiae record onto the correspond-
ing finger image to aid the test operator in contents checking, and

e to graphically superimpose the contents of the minutiae record under test onto the contents
of a reference minutiae record generated from the same finger image (similar to the FBI’s
Universal Latent Workstation).

For lack of a universally accepted reference algorithm for generating minutiae records from
finger images, minutiae records generated using other minutiae extraction subsystems will
serve as reference records. Also for that reason, the test operator will carry out contents
checking as a manual process. If

e a minutiae extraction algorithm were universally accepted as a reference algorithm or
e finger images annotated with undisputed reference minutiae were available,
checking the contents of minutiae records could also be automated.

The in-depth conformance test of a minutiae record is successful if and only if this minutiae
record satisfies the relevant syntactic and semantic requirements specified in [ISO/IEC
19794-2].

6.2  Conformancetesting of a minutiae comparison subsystem
6.2.1 Database of conforming minutiae templates

Before testing a minutiae comparison subsystem for conformance to the 1-finger record for-
mat profile or to the 1-finger card format profile, respectively, a database of minutiae tem-
plates conforming to the 1-finger record format or the 1-finger card format, respectively, shall
be created.

The database of minutiae templates conforming to the 1-finger record format or the 1-finger
card format, respectively, shall contain a minutiae template for each finger image of the sub-
corpus of finger images set aside for in-depth conformance testing. Additionally, the database
shall contain minutiae templates not corresponding to real fingerprints, e.g. a minutiae
template containing 0 minutiae, in order to test special cases.

6.2.2  Minutiae-minutiae comparison testing
A minutiae-minutiae comparison subsystem is tested for

e conformance to the 1-finger record format profile or to the 1-finger card format profile,
respectively, and
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e satisfaction of the requirement to return a similarity score expressing the degree of resem-
blance of the compared minutiae records

by reading in and comparing all possible pairs of minutiae templates from the database of
conforming minutiae templates, one or more pairs at a time.

The test of a minutiae-minutiae comparison subsystem is successful if and only if

e the subsystem under test accepts all minutiae templates from the database of minutiae
templates conforming to the 1-finger record format or the 1-finger card format,
respectively,

e comparisons of identical minutiae templates yield the highest similarity score, and

e comparisons of non-matching minutiae templates yield low similarity scores.

7 | nter oper ability testing
7.1 | nter oper ability teststo be carried out

The interoperability testing is carried out offline as a set of technology tests of for each com-
bination of subsystems from different suppliers. Among the pairings (or triples) of systems,
are the cases where all subsystems are from the same supplier. Such cases provide a bench-
mark for assessing performance degradations due to possible interoperability problems.

The interoperability test will be repeated over the different application scenarios being con-
sidered, and different databases being used.

Data format options
e Proprietary reference and verification records:
e Standard minutiae template, proprietary verification record
e Standard minutiae template, standard verification minutiae record

e Record format for minutiae records
e Compact card format for minutiae records

Number of fingerprints
e Single index finger
e 2 index fingers

Finger print image cor puses:
e  MTIT-1 reference and verification images from Smiths Heimann sensor
e MTIT-2 reference images from Smiths Heimann sensor, verification images from
Cross-match sensor.
e Sagem corpus
e Motorola corpus
e Cogent corpus
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e NEC corpus

Filtering of data:
e All images
e Excluding low quality fingerprint images

7.2  Overview of singleinteroperability test

Figure 2 depicts the test architecture for the minutiae-minutiae comparison scenario where the
algorithms for minutiae extraction of the recognition fingerprint and for minutiae comparison
are provided by the same supplier. The test architecture for the minutiaec-image comparison
scenario is similar, though proprietary fingerprint records are generated from the verification
image database. The general case, where the minutiae comparison system and the minutiae
extraction subsystems for the reference template and verification minutiae record can be from
three different suppliers is also similar (though is 3- rather than 2-dimensional).
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To test each combination of minutiae extraction and minutiae comparison involves the steps:

e C(reation of minutiae template databases from the finger image databases, using each of
the minutiae extraction subsystems under test. This results in a reference minutiae data-
base, and a verification minutiae database for each minutiae extraction algorithm

e Comparison of minutiae templates against each other, using each minutiae comparison
subsystems under test and generating similarity scores. This results in a set of genuine and
impostor transaction scores for each grouping of minutiae-extraction and minutiae com-
parison subsystems being considered in the scenario.

After the subsystems under test have been tested, the following test analysis steps shall be
carried out:

e Statistical analysis of the generated similarity scores to derive an interoperability matrix
showing single-supplier and multi-supplier error rates as the cells of the interoperability
matrix, with the rows and columns of the matrix indexing the suppliers.

e A statistical hypotheses test that the observed error rates within the interoperability matrix
are below the specified target levels required for interoperability, and

e Group the subsystems under test into maximum classes of interoperable subsystems.

For the chosen performance metrics and grouping criteria, see [MTIT D3.1].

7.3 Generation of minutiae template databases

Using each of the minutiae extraction subsystems under test, from each of the finger image
databases a set of databases of minutiae templates in the 1-finger record format and a set of
databases of minutiae templates in the 1-finger card format shall be generated.

There is a requirement is to be able to do post-extraction filtering based on characteristics of
the original image data, if needed. Therefore an XML data element allowing identification of
the minutiae extraction subsystem used to generate the minutiae or proprietary record shall be
added to the XML description of each minutiae template.

7.4 Minutiae comparisons

For each combination of reference minutiae database A (generated by minutiae extraction
subsystem A), verification minutiae database B (generated by minutiae extraction subsystem
B), and minutiae comparison subsystem C, generate sets of genuine and impostor scores for
verification attempts. (Genuine attempts are the comparisons between minutiae records gener-
ated from the mates in the reference and verification fingerprint databases. Impostor attempts
are the comparisons made between non-mates, i.e., same finger positions but on different
individuals).
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There is a requirement to be able to do post-match filtering based on characteristics of the
original image and template data, and partitioning of the matching score data.

7.5  Computation of single-supplier and cross-supplier performance
metrics

The “figure of merit” considered in the first, investigative phase of testing for each single-
supplier or multi-supplier combination will be the false non-match rate at a given false match
rate. Interoperability matrices will be produced containing FNMR values at FMR = 1%, FMR
=0.1%, and FMR = 0.01%, for each scenario as appropriate, with/without low quality prints.

For the investigative phase of testing, a decision threshold will be set so that, for the particular
combination being tested, the false match rate attains the prescribed value. (A further investi-
gation is proposed where the threshold is based solely on the single-supplier performance
data.)

A combination of subsystems under test will be considered interoperable if the corresponding
observed FNMR value in the interoperability matrix supports the working hypothesis that the
corresponding honest FNMR is below a chosen threshold p. How to decide whether or not an
observed error rate supports this working hypothesis has been outlined in Section 4.2. The
statistical hypothesis test is based on the assumption of mutually independent attempts. If this
assumption does not apply, then this shall be reported, and the test shall still be performed,
but the results shall be interpreted with more caution.

7.6  Determination of maximum classes of inter oper able subsystems
A maximum class of interoperable subsystems is a subset of subsystems under test such that
e all its elements are interoperable with each other, and

e there is no implementation under test that is interoperable with all elements of this subset,
but not included in it.

Maximum classes of interoperable subsystems can be found by systematically grouping the
interoperable subsystems under test.

8 | nvestigations

Several analyses will be made which involve comparing results of the different interoperabil-
ity tests.

e What are the variations in performance over the different scenario options?

e Analysis of loss of performance from using fingerprint minutiae data-interchange format.
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Analysis of loss of performance from using multi-supplier fingerprint minutiae systems as
opposed to single supplier systems.

Analysis of loss of performance from using the compact card minutiae format as opposed
to the standard record format.

Can we model interoperable performance by attribution of errors to the fingerprint images,
minutiae extraction algorithms, minutiae comparison algorithms and interoperability
problems?

Are interoperability problems mostly confined to low quality fingerprint images?
Are interoperability measures robust over the different fingerprint image data sets?
Are the most interoperable systems the same over all the data sets?

Can levels of interoperability be defined for which components are similarly categorised
for each data set?
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